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Proposed Risk Appetite Settings by Category

Prepared to undertake Open to engaging in Adopts a balanced approach Inclined to avoid risks unless  Exhibits a strong preference

substantial risks in pursuit of  calculated risks, favouring to risk, equally weighing necessary, prioritising for avoiding risks, favouring

significant rewards, actively  innovative strategies and potential gains and losses, stability and security, witha  safe and predictable

seeking opportunities with new ventures while carefully  with decisions grounded in strong emphasis on outcomes, and generally

inherent uncertainties. considering potential comprehensive risk mitigating potential adverse  eschewing actions that could
benefits and potentially assessments. outcomes. lead to negative outcomes.

negative outcomes.

Categories
» Stakeholder Relationships ¢ Staff Retention and * Asset Management * Financial Management
and Reputation Capability * Natural Hazards * Health & Safety
* Service Delivery * Emergency Management
* Cyber Security and and Business Continuity
Information Systems * Legal and Compliance

* Capital Project Delivery
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Risk Rating Matrix— P.8 of Framework

RISK MATRIX

Consequence

Likelihood
Insignificant Moderate

Almost Certain Medium Risk High Risk

Medium Risk High Risk
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Consequence Table — P.9 of Framework

CONSEQUENCE TABLE P.9 of Framework

Major

Moderate

]
=
3

Service Delivery

Health & Safety

Failure to deliver critical services for more Loss of life; Multiple serious injuries

than 7 days, affecting essential operations

(e.g., emergency services, waste
management)

Significant disruption to key services
lasting several days, impacting large
sections of the community

Moderate disruptions to services, causing

notable inconvenience to a substantial

portion of the community for up to 7 days

Minor interruptions to services, localised

impact, short-term inconvenience to a
small section of the community

Isolated and minimal service delivery
issues, no widespread impact

or irreversible severe disability

Serious harm (e.g., major injuries
requiring hospitalisation, multiple
surgeries)

Injury requiring medical treatment,
recovery expected (e.g., broken
bones, serious illness)

First aid or minor medical treatment
required (e.g., minor cuts, bruises)

Minor injuries that do not require
medical treatment

Environmental

Permanent or large-scale damage or
degradation, irrecoverable loss of
biodiversity or natural resources

Significant damage over a large area,
long-term recovery expected (e.g., 2-
5 years of restoration efforts)

Recoverable environmental damage,
substantial but limited to specific
areas, recovery in 1-2 years

Localised environmental impact,
minor or recoverable damage within
months

Minimal environmental damage,
quickly recoverable (e.g., within days
or weeks)

Economic

Loss of > S5M

Loss between $S1M and S5M

Loss between $500K and $1M

Loss between $100K and $500K

Loss less than S100K

Reputation

Extreme and sustained loss of
community confidence; negative
international media coverage; long-
term trust impact

Sustained negative national media
coverage; community trust severely
impacted; requires major reputation
rebuilding

Negative national media coverage
lasting several days; moderate loss of
confidence; requires strategic
intervention

Local media coverage with limited
negative public feedback; temporary
impact on public perception within a
small segment of the community;
manageable through engagement.
Minor feedback from individuals or
small groups, short-lived local media
or political attention
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Likelihood Table — P.10 of Framework

o Probability of occurrence in next 12
Likelihood o .
months Description Rating

The risk is expected to occur in most circumstances. There is strong evidence or current indicators suggesting it is
Almost Certain 80% - 100% imminent or already happening. This may include recurring issues or patterns of events that make the occurrence 5
highly predictable.
The risk is probable and can be reasonably anticipated based on past occurrences or current trends. There are
50% - 80% consistent factors or conditions that make this risk likely to happen but not certain. The threat has occurred 4
multiple times in similar contexts.
The risk might occur under certain circumstances. While not guaranteed, it has a realistic chance of happening
Possible 30% - 50% based on historical data or similar situations. The occurrence may depend on a combination of factors or specific 3
triggers being present.
The risk is not expected to occur under normal circumstances, but there is a small possibility. Historical evidence
Unlikely 5% - 30% may show limited instances of occurrence, and it would likely require an unusual combination of events or 2
conditions to manifest.
The risk is extremely unlikely to occur except in highly exceptional or unforeseen circumstances. There may be
0-5% little to no historical evidence of this happening, and it would likely require extraordinary factors or one-off 1
events for it to materialise.
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Enterprise Risk Assessment ROLORMA  Audit & Risk Committee Report for November 2024

o Kasnibara © ngh Rists o Roterus Raw Risk by Category

Rotorua Lakes Council currently manages 174 enterprise risks across critical areas, with challenges such as ageing Likelihood Consequence
X - . » - - . Insignificant i Moderate

infrastructure, funding constraints, skilled staff retention, cybersecurity vulnerabilities, emergency preparedness gaps, Major

complex regulations, supply chain dependencies, i pressures, and stakeholder expectations. To mitigate

. ]
Seul n g s these risks, the Council has implemented strategic asset and financial management plans, staff retention initiatives, _— 1-5,7-11

enhanced emergency and continuity planning, regular safety audits, stronger cybersecurity, refined project
management, and increased stakeholder engagement .This period shows a positive trend with reduced risk levels =

across many areas, indicating effective mitigations. Financial and emergency preparedness remain high- Unlikely _

priority, with added focus on resilience and strengthened controls in these areas.

= Groups all identified risks across the organisation Risk Matrix
by category and consolidates the ‘root risks’ and Ukelihood it - i

Insignificant Moderate j Severe
actions ; Medium Risk High x xtreme R
' [ TE | VerylowRisk | LowRisk High Risk High Risk Extreme R
B O VEONREN  lowhsk  vewoms  Wges o dges DTN M
= Summaries the raw and residual risks across the e L vt | AL .
category.

[Root Risks Risk Action:
Risk Category nndeﬂvhg risk that can cause multiple downstream lssues s varlous aspects of our Rlsk I.evel
nisation. Identified risks within ou

- Indicates trendS over time. Asset Management (includes Non-mmpllam discharge of ; Obsolete facility c

Residual Risk by Category
Consequence
Insignificant i Moderate Major

[mertGeman |
eey [

Likelihood

[ High Risk Medium Inftastruclure per to mmg.atg D e nsks,_ ; of an asset Basline
asset failure) Insufficient geothermal system management Risk 1 2 progr G condition monitoring
; ) . . - ) A Medium  Engagement with funding agencies; Recrui of specialised project managers; g
2 (Capital Project Deli Inad: te funding for critical ects; Delays due t H k ’ ! Basl
apital Project Delivery nadequa nding for critical projects; Delays due to resourcing issues igh Ris| i T S Sy TS DR e A ine
3 Cyber Security & Information System functionality gaps; Cybersecurity vul bilities; F ial data privacy High Risk Medium  Enhanced staff training on cybersecurity; Regular system and data audits; Re- e
Systems breaches Risk evaluation of policies for IS security
E M t& Medi Impl tation of Security Action Plan; BCP traini ions; Rout
4 mgrgency -‘fna_gemen Civic centre security concerns; Insufficient preparedness for natural disasters High Risk .|um mpremern . on N " . RLif ?mm.g 52§5|nns_ Outing emergency Basline
Business Continuity Risk response drills; Physical security upgrades to high-risk sites
5 . . o fi ) ) ] m N L
5 | Financial Management F!.lndln.g uncer%alntl.e_s ff:lr strategic projects; stream fluc High Risk ME€.|IUITI Enhanf:ed_enga_giem_em with government sources; ing for Basline
Financial sustainability issues Risk early risk identification; Budget forecast refinements
6 Health & Safety Compliance Hea_lth risks due to non-compliant facilities; Potential for workplace incidents; h Risk Upgr_ad§ to health compliance infrastructure; Comprehensive H&S training; Basiine
Limited emergency preparedness Monitoring of workplace safety standards
7 Reputational Risks Risks of public rela.ﬁons issues due to internal actions; Potential public High Risk Meqium Imple_mentaﬁun of communication str ies; PR trai _' for spok sOns; e
backlash over project delays Risk Creation of protocols to manage and respond to public concerns
8  Staff Retention and Capability Challenges in retaining skilled staff; Recruitment delays; Skills gaps in critical High Risk ME€.|IUITI Impmvgl:nent of onboarding pmgra_mm_es; Upskllllng initiatives; Creation of Basline
Bas Risk competitive salary packages to retain skilled professionals
3 Supply Chain and Risks due to dependency on specific suppliers; Potential for supply chain High Risk Medium  Diversification of supplier pool; Impler ion of long-term procurement e
Procurement disruptions; Increased costs of resources Risk contracts; Periodic review of supplier performance and contingency plans
10 Envirl_)nm.e!'nal _and Increased reg ) ¥ requi ||-=||L_\, i tal c iance risks; Public High Risk M ‘ 1 s wnh il I age_m:ies; Devel .Df i ility initiatives; Basline
Sustainability Risks pressure for sustainable practices Risk Creation of policies for waste reduction and energy efficiency
. Risks of non-c liance with new legislation; F ial for fines and legal Medium  Regular legal reviews to ensure c liance; Staff training on regulatory upd .
11 Regulatory C I y Hi k y i y Basl
ory Lompliance challenges (B0 Risk Strengthened itoring sy for adh ce to new regulations e
Key
. . . Increase in Risk Level
PMO & Risk Office Revised ERM Report Format SAMPLE — based on live data » i

b Decrease in Risk Level
=== No Movement in Risk level

Corporate Services
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