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Proposed Risk Appetite Settings by Category

Risk Open Risk Receptive Risk Neutral Risk Cautious Risk Averse

Prepared to undertake 
substantial risks in pursuit of 
significant rewards, actively 
seeking opportunities with 
inherent uncertainties.

Open to engaging in 
calculated risks, favouring 
innovative strategies and 
new ventures while carefully 
considering potential 
benefits and potentially 
negative outcomes.

Adopts a balanced approach 
to risk, equally weighing 
potential gains and losses, 
with decisions grounded in 
comprehensive risk 
assessments.

Inclined to avoid risks unless 
necessary, prioritising 
stability and security, with a 
strong emphasis on 
mitigating potential adverse 
outcomes.

Exhibits a strong preference 
for avoiding risks, favouring 
safe and predictable 
outcomes, and generally 
eschewing actions that could 
lead to negative outcomes.

Categories
• Stakeholder Relationships 

and Reputation
• Staff Retention and 

Capability
• Service Delivery
• Cyber Security and 

Information Systems
• Capital Project Delivery

• Asset Management
• Natural Hazards
• Emergency Management 

and Business Continuity
• Legal and Compliance

• Financial Management
• Health & Safety
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Risk Rating Matrix– P.8 of Framework

RISK MATRIX

Likelihood

Consequence

Insignificant Minor Moderate Major Severe

Almost Certain Very Low Risk Medium Risk High Risk Extreme Risk Extreme Risk

Likely Very Low Risk Low Risk High Risk High Risk Extreme Risk

Possible Very Low Risk Low Risk Medium Risk High Risk High Risk

Unlikely Very Low Risk Low Risk Medium Risk Medium Risk High Risk

Rare Very Low Risk Very Low Risk Low Risk Medium Risk Medium Risk
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CONSEQUENCE TABLE P.9 of Framework

Impact Service Delivery Health & Safety Environmental Economic Reputation

Se
ve

re

Failure to deliver critical services for more 
than 7 days, affecting essential operations 
(e.g., emergency services, waste 
management)

Loss of life; Multiple serious injuries 
or irreversible severe disability

Permanent or large-scale damage or 
degradation, irrecoverable loss of 
biodiversity or natural resources

Loss of > $5M Extreme and sustained loss of 
community confidence; negative 
international media coverage; long-
term trust impact

M
aj

or

Significant disruption to key services 
lasting several days, impacting large 
sections of the community

Serious harm (e.g., major injuries 
requiring hospitalisation, multiple 
surgeries)

Significant damage over a large area, 
long-term recovery expected (e.g., 2-
5 years of restoration efforts)

Loss between $1M and $5M Sustained negative national media 
coverage; community trust severely 
impacted; requires major reputation 
rebuilding

M
od

er
at

e

Moderate disruptions to services, causing 
notable inconvenience to a substantial 
portion of the community for up to 7 days

Injury requiring medical treatment, 
recovery expected (e.g., broken 
bones, serious illness)

Recoverable environmental damage, 
substantial but limited to specific 
areas, recovery in 1-2 years

Loss between $500K and $1M Negative national media coverage 
lasting several days; moderate loss of 
confidence; requires strategic 
intervention

M
in

or

Minor interruptions to services, localised 
impact, short-term inconvenience to a 
small section of the community

First aid or minor medical treatment 
required (e.g., minor cuts, bruises)

Localised environmental impact, 
minor or recoverable damage within 
months

Loss between $100K and $500K Local media coverage with limited 
negative public feedback; temporary 
impact on public perception within a 
small segment of the community; 
manageable through engagement.

In
si

gn
ifi

ca
nt

Isolated and minimal service delivery 
issues, no widespread impact

Minor injuries that do not require 
medical treatment

Minimal environmental damage, 
quickly recoverable (e.g., within days 
or weeks)

Loss less than $100K Minor feedback from individuals or 
small groups, short-lived local media 
or political attention

Consequence Table – P.9 of Framework
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Likelihood
Probability of occurrence in next 12 
months Description Rating

Almost Certain 80% - 100%
The risk is expected to occur in most circumstances. There is strong evidence or current indicators suggesting it is 
imminent or already happening. This may include recurring issues or patterns of events that make the occurrence 
highly predictable.

5

Likely 50% - 80%
The risk is probable and can be reasonably anticipated based on past occurrences or current trends. There are 
consistent factors or conditions that make this risk likely to happen but not certain. The threat has occurred 
multiple times in similar contexts.

4

Possible 30% - 50%
The risk might occur under certain circumstances. While not guaranteed, it has a realistic chance of happening 
based on historical data or similar situations. The occurrence may depend on a combination of factors or specific 
triggers being present.

3

Unlikely 5% - 30%
The risk is not expected to occur under normal circumstances, but there is a small possibility. Historical evidence 
may show limited instances of occurrence, and it would likely require an unusual combination of events or 
conditions to manifest.

2

Rare 0-5%
The risk is extremely unlikely to occur except in highly exceptional or unforeseen circumstances. There may be 
little to no historical evidence of this happening, and it would likely require extraordinary factors or one-off 
events for it to materialise.

1

Likelihood Table – P.10 of Framework

Version: 1, Version Date: 15/11/2024
Document Set ID: 21023122



Enterprise Risk Assessment 
Report by New Category 
Settings

 Groups all identified risks across the organisation 
by category and consolidates the ‘root risks’ and 
actions.

 Summaries the raw and residual risks across the 
category.

 Indicates trends over time.
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